YTBEPXIEHA
Pacniopsixenuem I naBbl
cenbcKkoro nocesnenust Kpacuslii SAp
MYHULUIIAIBHOTO pailoHa KpacHospckuii
Camapckoii ooactu

or 18.08.2022 r Ne 53

MOJAEJIBb YI'PO3 BE3OITACHOCTHU INIEPCOHAJIBHBIX TAHHBIX ITP UX OBPABOTKE
B UHOOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHBIX TAHHBIX A/IMUHUCTPALIUA
CEJBbCKOT'O ITOCEJIEHUA KPACHBIA IP MYHULIUTIAJIBHOI'O PANOHA
KPACHOSIPCKU1 CAMAPCKOM OBJIACTH

Pasznen 1 O0mue monoxeHns

1. Hacrosmass Mognens yrpo3 0€30maCHOCTH NEPCOHANBHBIX JaHHBIX IpU HUX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAaHHBIX AJIMUHUCTpPALUU CelbCcKoro mnocenenus KpacHsiii
Sp mynununansHoro paiiona Kpacnosipckuit Camapckoit odmacti (nanee - Mozenb yrpo3) COOEpKHT
CUCTEMAaTU3UPOBAHHBIM TEpeyeHb yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MpU MX 00paboTKe B
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX.

Yrpo3bl 6e30MacHOCTH MEPCOHANBHBIX JTaHHBIX MOTYT OBbITh OOYCJOBIEHBI MpeJHAMEPEHHBIMU WIIU
HeNpeHaMEPEHHBIMU  TEHCTBUSAMU  (PU3MUYECKUX JIUI, ACUCTBUSAMH 3apyOEKHBIX CHELCTYXO0 HIu
opraHu3anuii (B TOM YHCIIE€ TEPPOPUCTUYECKUX), a TAKKE€ KPUMUHAJIBHBIX TPYNIHUPOBOK, CO3/IAIOLINX
ycnoBUs (MIPEINOChUTKN) Ui HapylIeHUs Oe30MacHOCTH MEPCOHAIBHBIX JaHHBIX, KOTOPOE BeIeT K
yiepOy KU3HEHHO BaXKHBIX HHTEPECOB JTMUYHOCTH, OOLIECTBA U TOCYAapCTBa.

Mogenb yrpo3 COAEpKUT HCXOJIHBIE JaHHBIE MO yrpo3aM O0e30MacHOCTH NEePCOHANBHBIX JaHHBIX,
oOpabaTbiBaeMbIX B MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX NAaHHBIX AJMHUHUCTPALUU CEIbCKOTO
nocenenust Kpacupiii Slp mynununansHoro paiioHa Kpachospckuit Camapckoit oGmactu (namee -
NCTI/IH), cBSI3aHHBIM:

C IIEPEXBATOM (ChEMOM) NIEPCOHAIBHBIX JTaHHBIX 10 TEXHUYECKUM KaHaJIaM C LEJIbI0 UX KOIHUPOBAHUS
WJIM HEMPABOMEPHOI'O PaCIIPOCTPAHEHUS;

C HECaHKIMOHMPOBAHHBIM, B TOM uyucie chaydaitHeiM, goctynoM B WCIIIH ¢ uenpio u3MeHeHus,
KOIUPOBAHUsSA, HEMPABOMEPHOIO PACIPOCTPAHEHUSI NEPCOHAJIBHBIX JAHHBIX WA JECTPYKTHUBHBIX
Bo3zuericTBuil Ha onemeHThl MCIIJIlH u oOpabaTbiBaeMbIX B HHUX [E€PCOHAIBHBIX JAaHHBIX C
UCIIOJIb30BAHUEM MPOrPAMMHBIX M IMPOTrPaMMHO-AMNAPATHBIX CPEACTB C LEIbI0 YHUUYTOXKEHHS WIH
OJIOKMPOBAHUS IEPCOHATBHBIX JAHHBIX.

2. Hacrosimast Moaenb yrpo3 pazpaboTaHa B COOTBETCTBHH C:

®enepanbHbiM 3akoHOM OT 27.07.2006 N 152-®3 "O nepcoHalbHBIX JaHHBIX";

nocranoBienueM IIpasurensctBa Poccuiickoit denepanuu ot 01.11.2012 N 1119 "OO0 yrBepxkaeHuu
TpeOOBaHUI K 3alllUTe MEPCOHANBHBIX JAaHHBIX TpU UX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax
NIEPCOHANIBHBIX TaHHBIX "}

bazoBoif Mopmenpio yrpo3 0€30MacHOCTM MEPCOHAJBHBIX JAaHHBIX MpU HX 00paboTke B
WH(POPMAIMOHHBIX CHCTEMax IEPCOHANBHBIX JaHHBIX, YTBepkacHHOW DenepanbHOM Ciyk00W 1O
TEXHUUYECKOMY U IKCIOPTHOMY KOHTpoJto 15.02.2008;

Metoaukoil ompeneneHusl akTyalbHBIX yrpo3 O€30MacHOCTH TMEpPCOHAJIbHBIX JaHHBIX TpU HX
00paboTke B HMH(POPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JAHHBIX, YTBEpXAeHHOW DenepaabHOI
CITY»KOOM 10 TEXHUYECKOMY U AKCIIOPTHOMY KOHTpoutro 15.02.2008.

3. C npumenennemM Mojienu yrpo3 pemaroTcs cleIyouue 3a/1a4uu:

1) pa3paboTKa 4acTHBIX MOJIeJIEH yrpo3 OE30MacCHOCTH EPCOHATBHBIX aHHbIX B KOHKpeTHbIX MCIIH
C Y4E€TOM MX Ha3HAYEHUs, YCIOBHI U 0cOOEHHOCTEH (HYHKIIMOHUPOBAHHUS;

2) anaym3 3ammmenHoctd HCIIIa or yrpo3 0e30omacHOCTM TEPCOHAIBHBIX JAaHHBIX B XOJE
OpraHu3aly U BBIOJIHEHHS paboT 1o o0ecreyeHnIo 6€30MacHOCTH MEPCOHATIBHBIX TAaHHBIX;

3) pa3paboTKa CHCTEMBI 3alllUTHl TIEPCOHAIBHBIX JIAHHBIX, OOECIEYHMBAIONMICH HEUTpATU3AIUIO
NPENoIaraéMblX yrpo3 C HCIOJB30BAaHHEM METOJOB M CIIOCOOOB 3alllUTHl MEPCOHANBHBIX TaHHBIX,
MPEIyCMOTPEHHBIX ISl COOTBETCTBYIOMIEro Kiacca MCITH;



4) npoBenieHHEe MEPONIPUATHIA, HAIIPABICHHBIX Ha MPEIOTBPALICHNE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
K TEpPCOHAIbHBIM JAaHHBIM M (WIM) NEepeJayd HX JIMLaM, He HMEIOLIUM IIpaBa JOCTyla K TaKou
uHpOpMaLnu;

5) HemomymieHne BO3AeHCTBUsA Ha TexHuuyeckue cpeactBa MCIIH, B pe3ynbTaTe KOTOPOTO MOXKET
OBITh HApYIIEHO UX (PYHKIIMOHUPOBAHUE;

6) KOHTPOJIb 0OeCIIedeH s YPOBHS 3alIUIIIEHHOCTH NTEPCOHATBHBIX TaHHBIX.

4. B Hacrosueld Mojenu yrpo3 UCIOIb3YOTCS CIEAYIOLNE TOHATHSA:

1) Ge30macHOCTh MEPCOHANBHBIX JAaHHBIX - COCTOSHHE 3alUIIEHHOCTH TEPCOHAJIbHBIX JaHHBIX,
XapakTepu3yeMoe CIIOCOOHOCTBIO MOJb30BATENCH, TEXHUYECKUX CPEACTB U HH(POPMAIMOHHBIX
TEXHOJIOTHI 00ecreunTh KOH(UIECHIIMAIBHOCTD, LIEIOCTHOCTh M JOCTYIMHOCTh MEPCOHANBHBIX JaHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX;

2) OMOKHMpOBaHWE TEPCOHATBHBIX NAHHBIX - BPEMEHHOE MpeKpalieHue cOopa, CHCTEeMaTH3allvu,
HaKOIIJICHUS, UCTIOJIb30BaHMsI, PACIIPOCTPAHEHHUS TIEPCOHANBHBIX IaHHBIX, B TOM YHCIIE UX NIepeaayH;

3) BpemoHOCHas TMporpamMma - [porpamma, MpeAHa3HAueHHas JJs  OCYIIECTBIICHUS
HECAaHKIIMOHMPOBAHHOTO JIOCTyNa M (MJM) BO3JEHCTBHS Ha IEPCOHANbHBIC JaHHBIE WM PECYpChI
MH(OPMaLIMOHHON CUCTEMBI IIEPCOHANIBHBIX JaHHbIX;

4) BcriomMorarenbHble TEXHHUYECKHE CPEACTBA U CHUCTEMbI - TEXHMUYECKHE CPEICTBA U CHUCTEMBI, HE
npelHa3HauYeHHbIe Ui Nepenayd, o0paboTKU M XpaHEHHs MEePCOHANBHBIX TaHHBIX, YCTaHABIMBAaEMbIe
COBMECTHO C TEXHHYECKUMH CpEACTBAMH M CHCTEMaMH{, NpPEIHA3HAYCHHBIMH JUIsI 00paboTKu
NEPCOHAIBHBIX JaHHBIX, WM B MOMEIICHUSX, B KOTOPHIX YCTAHOBJIEHBbI MH(GOPMAIMOHHBIE CHCTEMBI
MEPCOHAIBHBIX JTaHHBIX;

5) ImocTynm B ONEpPAlMOHHYIO Cpeay KOMIbITepa (MH(POPMAIIMOHHONW CHCTEMBI TEePCOHATBHBIX
JTAHHBIX) - TIOJY4YEHHE BO3MOKHOCTH 3aITyCKa HA BBIIOJHEHME INTATHBIX KOMaH[, QYHKIMH, MPOLEeryp
OTIEPAIlMOHHON CUCTEMbI (YHUUTOXKEHHs, KOMMMPOBAHUS, MEPEMEIIECHUs U T.I.), UCIOJIHAEMbIX (DaiiioB
MPUKJIATHBIX TPOTPaMM;

6) nocTyn K nH(OpMaLUU - BO3SMOXKHOCTb MOJIy4eHUs HH(OPMALIUU U €€ UCII0JIb30BAHMUS;

7) 3amumiaeMas uHpopMmauus - HHQOpPMALuUs, SBISAIOLMIAsICA TMPEIMETOM COOCTBEHHOCTH U
noJJiexxamasi 3alUTe B COOTBETCTBUU C TpeOOBaHMSMHU IIPABOBBIX AaKTOB WM TpeOOBaHUSIMU,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HH(pOpMAIINH;

8) MHPOPMATUBHBIA CUTHAJ - AJIEKTPUUECKUE CUTHAIIBI, aKyCTUUYECKHE, FIEKTPOMarHuTHbIE U ApYyrue
¢u3nveckue moss, Mo mapaMerpaM KOTOPBIX MOXKET ObITh pacKpbiTa KOH(HIEHIMAIbHAS HH(DOpMAIUsI
(mepcoHanbHBIC TaHHBIE), 00padaThiBaeMas B MH(OPMAIIMOHHON CUCTEME TIEPCOHAIIbHBIX TaHHBIX;

9) wuHpOpMaLMOHHAS CHCTEMa MEPCOHATIBHBIX MAHHBIX - OTO HMH(POPMALMOHHAS CHUCTEMA,
MpeJICTaBIISIoNIast COO0N COBOKYIHOCTh MEPCOHANBHBIX JaHHBIX, COAEPIKALIUXCS B 0a3€ TaHHBIX, a TAKXKe
UH(POPMALMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEACTB, TO3BOJISIOMINX OCYIIECTBIATH 00pa0OTKY TaKHX
NEPCOHAIBHBIX JaHHBIX C HCIOJB30BAHHMEM CPEJCTB aBTOMATH3alMU WIM 0€3 HCHOJIb30BaHUS TaKUX
CPEACTB;

10) uHpOpMANMOHHBIE TEXHOJIOTMH - IPOIIECCHl, METOABI TMOWCKA, cOOpa, XpaHEHHs, 0O0pabOTKH,
IPEJOCTaBICHHS, PACIPOCTPAaHEHUs WHGPOPMALMU M CHOCOOBI OCYIIECTBICHUS TAaKHX IPOLIECCOB M
METO/IOB;

11) ucrounuk yrpossl 0e3omacHOCTH MH(OPMAIMH - CYOBEKT JOCTYNA, MaTepUATbHbBI OOBEKT WIH
buznueckoe sBIIEHUE, SBISIONINECS IPUYUHON BOSHUKHOBEHHS YTPO3bl 0€301aCHOCTH HH(POPMAIUH;

12) xoHTponupyemasi 30Ha - 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIOYEHO HEKOHTPOJIUPYEeMOe
npeObIBaHHE COTPYIHUKOB ONEpaTopa, UHBIX JIUI] U TOCTOPOHHUX TPAHCHOPTHBIX, TEXHUYECKUX U MHBIX
MaTepHaJIbHBIX CPEICTB;

13) KOHpUACHITNATHHOCTD MIEPCOHATBHBIX TaHHBIX - 00S3aTEIHHOE I COOTIOICHUS OIIePaTOPOM WU
UHBIM TIOJIYYUBIIMM JOCTYN K IMEPCOHAJIBHBIM JaHHBIM JIMIIOM TpeOOBaHHWE HE JOMYCKaTh HX
pacnpocTpaHeHusi 0e3 coriacus CyObeKTa MEPCOHANBHBIX JAaHHBIX WM HAIUYMsI WHOTO 3aKOHHOTO
OCHOBAHUS;

14) nHapymmTenp O€30MacCHOCTH TEPCOHANBHBIX JAaHHBIX - (U3UYECKOE JHI0, CIIy4allHO WU
IpeJHAMEPEHHO COBEpIIAloIlee JCHCTBUS, CIEACTBUEM KOTOPBIX SBIISETCS HapylleHHe Oe30MacHOCTH
MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKEe TEXHUYECKHMMH CPEJCTBAMH B MH(POPMAIIMOHHBIX CHCTEMax
MEPCOHAIBHBIX JTaHHBIX;

15) HecaHKITMOHUPOBAHHBIN TOCTYI (HECAHKIIMOHUPOBAHHBIC JICHCTBUS) - JOCTYI K HH(OpMAIIUK WiIn
neiicTBusl ¢ MH(OpMaIUe, OCylIecTBIseMble C HapYIIEHHEM YCTAHOBJICHHBIX MpaB MU (WJIHM) MpaBHII
JOCTyIa K MHPOPMAlMK WIH JACHUCTBUU C HEH C NMPUMEHEHHMEM INTATHBIX CPEACTB MH(OPMAIMOHHOMN
CHCTEMBI WIIH CPEACTB, aHAJIOTHYHBIX UM IO CBOUM (PYHKIMOHATIBHOMY IPEIHA3HAYCHUIO U TEXHUUECKUM
XapaKTepUCTUKAM;



16) Hocutenb nHpOpMAUH - PUIUUECKOE JHIIO U MaTepUAIbHBIN 00BEKT, B TOM Yuciie GU3NIECKOe
nojie, B KOTOpOM HHGOpMaIUs HaXOAUT CBOE OTPAKEHHE B BHUJAE CHUMBOJIOB, O0pa30B, CUTHAJIOB,
TEXHUYECKUX PEIIECHUI U MPOILECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHK (PU3MUECKUX BEIUYHH;

17) mepexBar wuHMOpPMAIUKM - HEMPABOMEPHOE TOJNyYCHHE WH(POPMAIMK C WCIOJb30BaHUEM
TEXHUYECKOTO CpEICTBA, OCYILECTBIIAIONIETO OOHAapyXeHHe, MpHeM U 00paboTKy HH(GOPMATUBHBIX
CUTHAJIOB;

18) moOouHbIEe SIEKTPOMATHUTHBIE M3JIyUYE€HUS W HABOJAKUA - JJIEKTPOMArHUTHBIC W3IY4YCHUS
TEXHUYECKUX CPEICTB 00pabOTKH 3amuiacMoi HHGOpMAIK, BO3HUKAIOIINE KaK TOO0YHOE SIBJICHHE U
BBI3BAHHBIC JJICKTPHUECKUMHU CUTHAJIAMU, JICUCTBYIOIIMMH B MX JJIEKTPUYSCKUX MU MAarHUTHBIX IIETIAX, a
TaK)Ke AJIEKTPOMAarHUTHbIE HABOJKU 3TUX CUTHAJIOB Ha TOKOIPOBOASIINE JTUHUHM, KOHCTPYKIIUH U LENU
MUTaHUS;

19) monb3oBarenb HMH(OOPMALMOHHOW CHCTEMbI MEPCOHANIbHBIX IaHHBIX - JIMIO, Y4acTBYIOIIEe B
(YHKIMOHUPOBAHUN HMH()OPMAITMOHHOW CHUCTEMBI MEPCOHATBHBIX JIAHHBIX WM  MCIOJb3YIOIIee
pe3ynbTathl ee (yHKINOHUPOBAHUS;

20) mporpamMMHOe (TMPOTPAaMMHO-MATEMATUYECKOE) BO3JICHCTBUE -  HECAaHKIMOHHPOBAHHOE
BO3JICUCTBHE Ha PECYpPChl aBTOMATHU3MPOBAHHONW HWH(POPMAIIMOHHONW CHCTEMBI, OCYIICCTBISIEMOE C
UCIIOJIb30BAaHUEM BPEIOHOCHBIX MTPOrPaMM;

21) cpencTBa BHIYMCIUTENBHON TEXHUKHU - COBOKYIHOCTh IMPOrPAMMHBIX U TEXHUYECKHX 3JIEMEHTOB
cucteM 00pabOTKH JaHHBIX, CIIOCOOHBIX (PYHKIMOHHPOBATH CAMOCTOSATENBHO WJIM B COCTaBE JPYIHX
CHUCTEM;

22) TeXHHYECKHE CpeACTBA HWH(POPMALMOHHOM CHUCTEMBl NEPCOHANBHBIX JaHHBIX - CpEACTBa
BBIUMCIUTENbHON TEXHUKH, HH(OPMALIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI
nepegavyd, npueMa M oO0pabOTKM TMEepPCOHANBHBIX JaHHBIX (CPEICTBA W CHCTEMBl 3BYKO3aIUCH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BE/ICHHUS, IE€PErOBOPHBIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CpEACTBA
U3TOTOBIICHHSI, TUPAXHPOBAHUS JOKYMEHTOB M JAPYrHe TEXHMUYECKHE CpelCTBa OOpabOTKU pEyYeBOH,
rpaguveckoi, BUAco- U OYKBEeHHO-IIMGPOBOM MH(POpMAIIUK), TPOTPAMMHBIE CpPeACTBa (ONeparruoHHbIE
CHCTEMBI, CHCTEMBI yIIpaBJIeHHs 0a3aMH JaHHBIX U T.II1.), CPEICTBA 3aIUTHl HHPOPMALIUY;

23) TeXHMYECKHN KaHaJd YTEYKH WH(OOpPMAIMU - COBOKYMHOCTh HOCHUTENs MH(MOpMaIuu (CpeiacTBa
00paboTkn), (PU3NUECKOI Cpeabl paclpocTpaHeHHs MH()OPMAaTUBHOIO CUTHAjIa M CPEACTB, KOTOPHIMHU
noOBIBaeTCS 3amuinaeMas HHGOpMaIus;

24) yrpo3sl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTh YCIOBUHN U (haKTOPOB, CO3AAIOLINX
OMACHOCTh HECAHKI[MOHWPOBAHHOTO, B TOM YHCJE CIy4yallHOro, JOCTyna K MEPCOHAIbHBIM JaHHBIM,
pe3yabTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, H3MEHEHHE, OJOKUpPOBaHUE, KOMUPOBAHHE,
pacnpocTpaHeHue IMEePCOHAIbHBIX JaHHBIX, a TAK)K€ HWHBIX HECAHKI[MOHMPOBAHHBIX JACUCTBUU NMpPU HX
00paboTke B MHPOPMAITMOHHON CHCTEME NMEPCOHANTBHBIX JTAHHBIX;

25) YHUYTOXKEHHE TMEpPCOHATBHBIX JAHHBIX - JEHCTBUS, B peE3yJbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUThH COJICpKAHUE TMEPCOHAJBHBIX MaHHBIX B HH(OPMAIMOHHOM CHCTEME IEepPCOHAIbHBIX
JTAHHBIX WK B Pe3y/IbTaTe€ KOTOPHIX YHUUYTOXKAIOTCS MaTepuaibHble HOCUTEIH NMEPCOHATbHBIX TaHHBIX;

26) yreuka (3amiiaeMoi) WHQPOpPMAIMM TIO TEXHUYECKHMM KaHalaM - HEKOHTPOJIUpPYyeMoe
pacrpocTpaneHre MHGOPMAIMK OT HOCHUTENS 3aluiaeMoi nHbopMauu Yepe3 GU3HIECKYI0 Cpeay 10
TEXHUYECKOTO CPEJICTBA, OCYIIECTBIIAIONIETO MepexBaT HH(OPMAIIIH;

27) ys13BUMOCTbh UH(GOPMAIITMOHHON CHCTEMBI MIEPCOHATBHBIX JaHHBIX - HEJOCTATOK WK cIaboe MecTo
B CHUCTEMHOM WJM TNPHUKIATHOM  HPOrpaMMHOM  (IpOTpaMMHO-almapaTHOM)  oOecreueHuun
ABTOMATU3UPOBAHHOW HWH(OPMALIMOHHOW CHUCTEMBI, KOTOpbIE MOTYT OBITh HCIOJB30BAaHBl IS
peanu3anum yrpo3bl 0€30MacHOCTH EPCOHANBHBIX TaHHBIM;

28) 1enocTHOCTh MHGpOPMAIMKM - COCTOSTHUE WH(OpMaIuu, MpU KOTOPOM OTCYTCTBYET JH00OE ee
U3MEHEeHHE 00 N3MEHEHHE OCYILECTBIIACTCS TOIBKO MPEeTHAMEPEHHO CYObEeKTaMH, UMEIOIIMMHU Ha HEro
paBo.

Paznen II Knaccudukanuss U MCXOMHBIM YPOBEHBb 3alIUIICHHOCTH HWH()OPMAIMOHHBIX CHCTEM
HepCOHaJIBHBIX JAHHBIX

5. CocraB u coaepkaHue yrpo3 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX OMPEIEISeTCS COBOKYITHOCTHIO
ycIoBUM M (DAaKTOPOB, CO3JAIOIIMX OMNACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM 4YHUCIJIE CIIy4ailHOTO,
A0CTYyIIa K NICPCOHAJIbHBIM JTaHHBIM.

COBOKYITHOCTh TaKuX yCIOBUU U (akTopoB dhopmupyeTcs ¢ yuetroM xapakrepuctuk UCITJIH, cBoMCTB
cpenbl (IyTH) pacpocTpaHeHusi HH(POPMATUBHBIX CUTHAJIOB, COJIEPKAIIUX 3aAIIUIIIAEMYyI0 HHPOPMALIUIO,
¥ BO3MOKHOCTEH HCTOUYHUKOB yTPO3HI.



6. B 3aBucuMocTH OT 1eei u coaepkaHusi 00pabOTKU MEePCOHATBHBIX JAHHBIX OCYIIECTBISIETCS HX
ob6pabotka B UCIIJIH pa3nuyHbIX THIIOB.

7. UCIT[IH 00benuHsoT 0000IIeHHBIE XapaKTePUCTUKHU:

nmo crpykrype WCIIJIn: nokambHble  WHGOPMAIMOHHBIE CHCTEMBl W pachpe/esieHHbIE
UH(OPMAIIMOHHBIC CHCTEMBI;

[0 HaJMYHIO MOJKIIIOUEHUH K CETAM CBS3M OOIIEro MOJjb30BaHUS M (WJIHM) CETSIM MEXIYHapOIHOIO
UH(OPMAIIMOHHOTO OOMEHA: CHCTEMBI, HUMEIONINE TOAKIIOYCHHS, WU CHUCTEMBbI, HE WMCIOIIHE
MOJKIIIOUEHUI;II0  peXUMy OOpaOOTKM NEPCOHAIbHBIX JaHHBIX B HMHGOPMAIMOHHON CHCTEMe
WH(OPMAIIMOHHBIE CHCTEMBI: MHOTOIIOJIb30BATEILCKUE;

10 pa3rPaHUYEHUIO NPAB JOCTYIIA MTOJIb30BATENE: CUCTEMBI C pa3rpaHUYEHUEM IIPaB AOCTYIA.

Bce texanueckue cpencrsa UCII/In Haxondarcea B npenenax Poccuiickoit @enepanui.

8. B 3aBUCMMOCTH OT T€XHOJIOTHI, COCTaBa M XapakTepucTuk Texuuueckux cpeacts UCII/IH, a Takxke
OMMACHOCTH peau3alliid yrpo3 Oe30MacHOCTH MEPCOHANBHBIX JAHHBIX M HACTYIUICHHUS IOCIEICTBUN B
pe3yabpTaTe HeCaHKITMOHUPOBAHHOTO WK ciaydaiiHoro goctymna Bce MCIIJIH MoxHO KiaccubuuupoBaTh
kak caepyrouue Tunsl UCITH:

nokansHbie UCIT/IH, HE UMEroIIMe MOAKIIOUEHNE K CETSIM CBSI3U OOIIETO MOIb30BaHUsI U (UJTH) CETAM
MEXTYHApOTHOTO HH(POPMAITMOHHOTO 0OMEHA;

pactipenenennbie UCII/IH, He nMmeromuye NOAKIIOYEHHE K CETSIM CBSI3M OOIIETO MOJb30BaHUsS U (MJIH)
CeTSAM MEXIyHAapOJAHOTO MH(OPMAITMOHHOTO OOMEHA.

9. Ucxoanwiii yposenb 3amuiieHHoctd UCII/IH onpenenen kak cpennuii, Tak kak He meHee 70%
xapaktepuctuk MCII/IH cOOTBETCTBYIOT YPOBHIO HE HIKE "'CpeiHUNA".

ITokazarenu ucxoanoi 3amumenHoctu UCII/In onpenenensl B [Tpunoxenuu 1 k Hacrosmet Moaenu

yrpo3.

Paznen 11 Kiaccudukanust akTyaabHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX

10. BO3MOXHOCTM HCTOYHHMKOB Yrpo3 O€30MacHOCTM NEPCOHAIBHBIX JaHHBIX OOYCIOBICHBI
COBOKYITHOCTBIO CIOCOOOB HECAHKIIMOHMPOBAHHOTO W (WJIM) CIy4allHOro JIOCTyna K MepCOHATbHBIM
JaHHBIM, B pE3YyJIbTaTe KOTOPOTO BO3MOXKHO HapyIICHHE KOH(QUACHIUAILHOCTH (KONHUPOBaHHE,
HEMPaBOMEPHOE PACIPOCTPAHECHHE), IEJIOCTHOCTH (YHHYTOKEHHE, W3MEHEHHE) H JIOCTYIMHOCTH
(6:10KMpOBaHUE) TEPCOHANBHBIX JTAHHBIX.

VYrpo3a 6e€30MacHOCTH NEPCOHANBHBIX JAaHHBIX peaju3yeTrcs B pe3yjbTaTe oOpa3oBaHHs KaHaia
peanu3anuy yrpo3bl 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MEXAY MCTOYHHUKOM YIpO3bl U HOCHTEIEM
(MCTOYHHMKOM) TMEPCOHANbHBIX JaHHBIX, YTO CO3JAaeT YCJIOBUA [UJIl HapylleHus Oe30MmacHOCTH
NEPCOHAIBHBIX JaHHBIX (HECAaHKLIMOHUPOBAHHBIN WIN CIyYalHbIN JOCTYII).

11. ITpu oOGpaboTke mepcoHanbHBIX AaHHBIX B JoKadbHbIX MCII/IH, HE MMEIONUX MOIKIIOYCHHS K
CeTAM CBS3M OOIIEr0 TMOJB30BaHUS M (MJIM) CETSIM MEXIYHAPOJHOrO HH(POPMALMOHHOTO OOMEHa,
BO3MO)KHA peau3alus ClIeIyIoHNX yrpo3 0€30MacHOCTH NePCOHANBHBIX JAHHBIX:

1) yrpo3sl yreuku nH(GOpMAIMK IO TEXHUYECKUM KaHaJlaMm;

2) yrpo3sl HECaHKUHOHHPOBAHHOTO JIOCTyNa K MEPCOHAIbHBIM JaHHBIM, 00pabaThiBaeéMbIM Ha
aBTOMATH3UPOBAHHOM paboueM MecTe.

12. Yrpo3bl yreukn HHGOPMAILIMH 110 TEXHUYECKUM KaHaJlaM BKJTIOYAIOT B ce0s:

1) yrpo3sl yTeuku akycTHYecKoi (peueBoif) HHpopManuy;

2) yrpo3bl yTeUKH BUAOBOM HHPOPMAIINH;

3) yrpo3sl yTeuku nH(pOpMalUy 10 KaHATy MOOOYHBIX 3JIEKTPOMArHUTHBIX U3ITy4YEeHHH U HABOJOK.

13. BO3HHKHOBEHHE YIrpo3 YTEUKH aKyCTHYECKOW (pedeBoil) uHQoOpManuu, coaepKaiieics
HETOCPEACTBEHHO B MPOM3HOCHUMOM peun monb3oBatens MCII/IH, BO3MOXHO Npu HaMU4YUM (QYHKUIUH
TOJIOCOBOTO BBOjA NepcoHaNbHBIX MaHHBIX B MCII[H wim GhyHKIMA BOCIIPOM3BENCHHS MEPCOHATBHBIX
JTaHHbIX akyctudeckumu cpeacrsamu MCIIIH.

14. Peanm3anus yrpo3sl YTeUKH BUIOBOM MH(POpPMAIIUA BO3MOXKHA 32 CUET MPOCMOTPa HHPOPMAIIUH C
MIOMOIIIBI0 ONTHUYECKUX (ONTHKOAIEKTPOHHBIX) CPEJACTB C SKPAaHOB HCIJICEB WU JPYTUX CPEICTB
OTOOpaXeHHsI CPEICTB BBIYUCIUTENLHON TEXHUKHU, HH()OPMALMOHHO-BBIUHMCIUTENBHBIX KOMILJIEKCOB,
TEXHUYECKUX CcpelacTBa 00paboTku rpaduueckoil, Buaeo u OykBeHHO-IM(pPOBOH uHDOpMAIHH,
Bxomsamux B coctaB UCII/H.

15. Yrpo3sl yreukn MHPOPMALMU MO KaHATy MOOOYHBIX 3JEKTPOMATHUTHBIX M3IYYCHUN U HABOJOK
BO3MOJXKHBI M3-32 HAIMYUS JIEKTPOMArHUTHBIX U3JIy4€HUH, B OCHOBHOM, MOHUTOpPA M CUCTEMHOIO OJ0Ka
KoMmnbroTepa. OCHOBHYIO OMACHOCTb IPEJACTABIISIOT YIpO3bl YTEUKU M3-3a HAJIWYMS 3JIEKTPOMATHUTHBIX
W3JIy4YEHHI MOHUTODA.



16. Yrpo3sl HecaHKIMOHUPOBAHHOTO nocTyna B JjokanbHbix WCII[H cBsizanbl ¢ JeWCTBUSIMHU
HapymmTened, uMmeromux nocryn k UCII/n, Bkirouyas nonb3oBareneit UCIIAH, peanu3yromux yrpo3sl
HenocpencteeHHo B MICII/IH, a Taxke HapymmTened, He uMmeromux aoctyna k MCIIH, peannsyrommx
yIpo3bl M3 BHEIIHUX CETEH CBSI3M OOIIEero TMOJh30BaHMs H (WIM) CeTed MEeXIYyHapOJIHOTO
UH(OPMALIMOHHOTO OOMEHa.

17. Yrpo3sl HecankuuonupoBanHoro noctyna B MCIIJIH, cBsi3aHHbIE ¢ JEWCTBUAMHU HapyIIMTENEH,
umeronux gocryn k UCII/IH, BKitodaroT B cebsi:

1) yrpossl, peann3yeMble B XOJi€ 3arpy3Kd ONEpPAlMOHHON CHCTEMbI U HalpaBlieHHbIE Ha IepexBar
napoyiei wim uaeHtudukaropos, moaudukanuio 06a30Boi cucteMbl BBoJa/BhiBoga (BIOS), mepexsar
YIPaBIICHUS 3arpy3KOH;

2) yrpo3bl, peaqn3yeMsble MOCIIEe 3arpy3KH ONEPAlMOHHON CHCTEMBl U HANPABJICHHBIE HA BBINOJIHEHHE
HECaHKIIMOHUPOBAHHOTO JJOCTYIA C MPUMEHEHUEM CTaHAAPTHBIX QYHKIHUI (YHUUTOXKEHNE, KOMUPOBaHUE,
nepemMenieHue, popmarupoBaHue HOCUTENECH MHOOPMALIMK U T.I.) ONEPANUOHHONW CUCTEMBI MU KaKOK-
00 TPUKIAIHOW TpOrpaMMbl (HAIpUMEpP, CHUCTEMBI yIpaBieHHUs 0a3aMu JaHHBIX), C MPUMEHEHHEM
CHenuanbHO co3laHHbix ais BeimonHeHuss HCJl mporpamm (mporpaMM MpocMOTpa U MOIU(DUKAINH
peecTpa, MorcKa TeKCTOB B TEKCTOBBIX (haiiax U T.1I.)

3) yrpo3bl BHEAPEHUS BPEIOHOCHBIX IIPOIPaMM.

18. YTp0o3bl HECaHKIIMOHUPOBAHHOTO JocTyna B JokanbHbIX UCII[IH BKItOUatoT B ceOs:

1) yrpo3sl "Ananmuza cereBoro Tpaduka' C IMepexBaTOM IEpeaBaeMOi IO JIOKAIbHOH CceTH
nHpopmanuu;

2) yrpo3bl BBISIBICHHUS 1apOJIEil;

3) yrpo3sl yIaJIeHHOTO 3aIycKa MPUIOKEHUH;

4) yrpo3sl BHEJPEHNUS 110 CETU BPEIOHOCHBIX IIPOrPaMM.

Paznen IV Yrpo3sl yreukun nHbOpMAIMK MO TEXHUIECKUM KaHAJIaM

19. OCHOBHBIMH 3JI€MEHTAMU OIHCAaHUS yrpo3 YTeUKH WHGOpPMAUU TIO TEXHUYECKUM KaHaiaMm
ABIISIOTCSA: MCTOYHUK YIpo3bl, cpena (IyTh) paclnpocTpaHeHHUs MHPOPMATHUBHOTO CHUTHAJa U HOCHUTEIb
3amuIaeMon nHGopMaIuu.

20. WcroyHnukamMu yrpo3 yTeukd HMH(OpPMAlMM MO0 TEXHUYECKUM KaHalaM SIBISIOTCA (pu3mueckue
nuna, He umeromue gocryna Kk MCIIJH, a Takxke 3apyOexHble CHencIyX Obl WM OpraHu3auuu (B TOM
ylclie KOHKYPUPYIOIIUE WM TEPPOPUCTUYECKUE), KPHUMHUHAIbHbIE TPYNIHUPOBKH, OCYILECTBISIOLINE
nepexsar (cheM) HH(GOpPMAIMK C UCIIOIb30BAaHUEM TEXHUYECKHX CPEJICTB €€ PErMCTpalliy, IpUueMa Hiu
dboTorpadupoBaHus.

21. Tlpu obpabotke mepcoHanbHBIX AaHHbIX B WMCIIJIH 3a cyeT peanu3anuy TEXHUYECKHX KaHAJIOB
yTeUKH HH(POpPMAIMM BO3MOXXKHO BO3HHUKHOBEHHE CIEAYIOUIMX YIrpo3 O0e30MacHOCTH IEePCOHAIbHBIX
TAHHBIX:

1) yrpo3bl yTeuku aKkycTHIeCKou (pedeBoii) nHpopManuu,

2) yrpo3sl yTeUKH BUIOBOM HH(pOpMaIuy;

3) yrpo3 yreuku nH(OpMaluy Mo KaHajlaM MOOOYHBIX JIEKTPOMATHUTHBIX U3JIyY€HUN U HABOJOK.

22. BO3HUKHOBEHHE Yrpo3 YTEUKH aKyCTHUECKOW (peueBoil) HHGOpMAIMH, COAepKaIIencs
HEIOCPEICTBEHHO B MPOM3HOCMMOKN peun monb3oBarens MCIIH, Bo3MOXXHO mpu Hanmuuuud (GyHKIANA
roJIOCOBOTO BBOAA MepcoHanbHbIX NaHHBIX B MCII/IH mnm QyHKUIME BOCIpoM3BeNEHUS MEPCOHATBHBIX
JNaHHbIX akyctuyeckumu cpeacrtsamu UCIT/IH.

23. TlepexBar akycTtudeckoil (peueBoil) MH(GOpMAIMK BO3MOXEH C HCIIOJIB30BAaHMEM allaparyphl,
pEerucTpHUpYIONIeH aKycTUIecKue (B BO3/IyX€e) U BUOPOAKyCTUUYECKHE (B YIIPYTHX CpeiaxX) BOJHBI, a TAKKE
AJIEKTPOMATHUTHBIE (B TOM YHCII€ ONTUYECKUE) U3IIYUCHUS U IEKTPUUECKUE CUTHAIBI, MOAYIUPOBAaHHBIC
MH(OPMATUBHBIM aKyCTUYECKMM CHUTHAJIOM, BO3HMKAIOUIME 3a CYET MPeoOpa3oBaHUN B TEXHUYECKUX
CpeacTBax 00pabOTKM MEPCOHANBHBIX JAHHBIX, BCIIOMOTATEIHBIX TEXHUYECKUX CPECTBAX U CHUCTEMaX U
CTPOUTENIbHBIX KOHCTPYKLUMSIX M HWH)KEHEPHO-TEXHHYECKUX KOMMYHUKAIMSIX IO BO3JCCTBHEM
AKyCTUYECKHX BOJH.

[TepexBat akycTudeckoii (pedeBoii) HHPOpPMAIINHN TAKKE BO3MOXEH C MCIOIb30BAaHUEM CIIEIUATBHBIX
AJIEKTPOHHBIX YCTPOHCTB CbheMa pe4eBOM HMH(POPMALMK, BHEIPEHHBIX B TEXHUYECKUE CPEACTBA
00paboTKH NMEepCOHATIBHBIX JaHHBIX, BCIOMOTaTEIbHbIE TEXHUUECKHUE CPEACTBA U CUCTEMbI U TIOMEIICHHUS
WJIM TOJIKJIFOYEHHBIX K KaHaJlaM CBSI3U.

24. B UCIIlH ¢yHKIIMM TOIOCOBOTO BBOJA MEPCOHANBHBIX JAHHBIX WM (DYHKIIMU BOCTIPOU3BEIACHUS
MEPCOHANIbHBIX TAHHBIX aKyCTHUYECKUMU CPEICTBAMU OTCYTCTBYIOT.

BeposiTHOCTh peanu3anuu yrpo3bl YTEUKH aKyCTHYECKOH (pedeBoi) MH(pOpMalMK OMpeseieHa Kak
MaJIOBEpOATHAs, BO3MOKHOCTh peaIi3alluy YTPO3bl SIBISIETCS HU3KOM, IMOKa3aTelb OMacHOCTH Yrpo3bl -
HEeaKTyaJbHasl.



25. Yrpo3sl yTeuKkH BUIOBOM HH(OPMAIINK peaTnu3yloTcs 3a CUeT MPOCMOTpa MEPCOHATBHBIX TAHHBIX C
MOMOIIbI0 ONTHYECKUX (ONTHUKOAIEKTPOHHBIX) CPEICTB C S3KPaHOB JUCIUIEEB U JIPYTHUX CPEACTB
O0TOOpa)KEHHsI CPEICTB BBIYUCIUTENBFHOW TEXHUKH, HH()OPMAIMOHHO-BBIYUCIUTEIBHBIX KOMILJIEKCOB,
TEXHUYECKUX CpPEICTB 00paboTku rpaduyeckod, BUIAEO - W OYKBEHHO-IM(pOBOH uHDOpMAIHH,
Bxomsanux B coctaB CII/H.

[TpocmoTp (peructpariusi) NepcoHANbHBIX JAHHBIX TaK)Ke€ BO3MOXEH C MCIOJIB30BaHUEM CIIELUATbHBIX
AIIEKTPOHHBIX YCTPOICTB CheMa, BHEJPEHHBIX B CIIY)KEOHBIX TTOMEIIEHUSIX WJIN CKPBITHO UCHOIb3YEMBIX
bu3NYECKUMU JIMLIAMHU TIPU MTOCEIIEHUN UMH CITY>KEOHBIX TTOMEIICHUH.

Paboune mecra momp3oBareneit MCII/IH opranu3oBaHbl TakuM o0pa3oM, 4TOObI ObUI HMCKIIIOYECH
CIIy4alHBI TPOCMOTP HMHGPOPMAIMK C SKPAaHOB aBTOMATU3WPOBAHHBIX paboumx wmect. Ha oknHax
YCTAHOBJIEHBI XKAJIO3H.

26. BeposATHOCTH peanu3aluy Yrpo3bl YTEYKH BHUAOBOW HH(POPMAIMH OIpeeieHa KaK HHU3Kasl,
BO3MO>KHOCTb PEaIM3alK YIPO3BbI ABIISETCS CPEHEN, TI0KA3aTeb ONTACHOCTH YIPO3bl - aKTyallbHasl.

27. BO3HMKHOBEHHE Yrpo3bl YTEUKHM HHGPOpPMAIMU [0 KaHallaM MOOOYHBIX 53JIEKTPOMArHUTHBIX
U3JIY4eHUH W HaBOJOK BO3MOXKHO 32 CUET IepexBara TEXHHYECKHMH CpEACTBaMH MOOOYHBIX (HE
CBS3aHHBIX ¢ TpSIMBIM (PyHKIIMOHAIBHBIM 3HaueHueMm djemeHToB MCII/IH) wuHbOpMaTHBHBIX
AIIEKTPOMArHUTHBIX TOJEH M AJIEKTPUYECKUX CUTHAJIOB, BO3HUKAIOUIMX NMPH 00pabOTKe MEepCOHAIBHBIX
JIaHHBIX TexHuueckumu cpencrsamu MCITIH.

Bce anementsr UCII/IH HaxonaTcss BHYTpU KOHTPOJIMPYEMOM 30HBI HA IOCTATOYHOM PACCTOSIHUM OT €€
rpanul. MHpopMaTUBHBIN CHUTHAJ B KaHajaX MOOOYHBIX 3JEKTPOMArHUTHBIX H3Jy4€HUH M HaBOJOK
COBPEMEHHBIX CPEJICTB BHIYMCINTENBHON TEXHUKH OYEHb HU30K, U OH MAaCKUPYETCSI MHOYKECTBOM JIPYTUX
W3JIYYCHUH OT aBTOMATH3WPOBAHHBIX paboumx mecT, He cocrosmux B MCIIH, a Takke oT mpodmx
3JIEMEHTOB COBPEMEHHON NH(POPMALMOHHON HHPPACTPYKTYPHI.

28. BeposTHOCTH peanu3alMi  yrpo3bl yTEYKM HWHPOpMAMM 1O KaHajaM TOOOYHBIX
AJIEKTPOMArHUTHBIX U3Iy4EHUH U HABOJOK ONpPEJENIEHA KaK MaJIOBEPOSATHAs, BO3MOKHOCTh pean3aluu
YIpo3bl ABJSETCS HU3KOM, MOKa3aTellb OMIACHOCTH YTPO3bl - HEAKTyalbHasl.

29. OO6oOmeHHass HHQOpPMAIUS MO yrpo3aM YTEUKH HHPOPMAIUMU IO TEXHUYECKUM KaHallaM
npeacrasieHa B [Ipunoxenun 2 k HacTosimed Mojenu yrpos.

Paznen V Yrpo3sl HECaHKIIMOHUPOBAHHOTO JOCTyNa K MH(pOpMAMU B MHPOPMALMOHHBIX CHCTEMax
MEePCOHAIIbHBIX JaHHBIX ATapara AAMUHHUCTpaMu HeHerkoro aBTOHOMHOT'O OKpyra

30. VYrpo3sl HecankuuoHupoBaHHoro pocryna B HWCII[[H ¢ npuMeHEeHMEM IIPOrpaMMHBIX U
IIPOrpaMMHO-AINAPATHBIX CPEICTB PEATU3YIOTCS MPU OCYIIECTBIECHUH HECAaHKIIMOHUPOBAHHOTO, B TOM
yyclie  CIydyallHOro,  JOCTymna, B  pe3yJbTareé  KOTOPOI'O  OCYIIECTBJISIETCS  HapylIEHHE
KOH(QUICHIMATBHOCTH  (KOMUPOBAHWE, HECAaHKIMOHHUPOBAHHOE PACHpPOCTPAHEHHUE), LEJTOCTHOCTH
(YHMUYTOXEHHE, U3MEHEHNE) U JOCTYMHOCTH (OJOKHpOBaHNE) MEPCOHATIBHBIX JAHHBIX, U BKIIOYAIOT B
cedst:

1) yrpo3sl goctyna (IPOHMKHOBEHHs) B OINEPALMOHHYIO CpPEy KOMIBIOTEpAa C HCIOJIb30BAaHHEM
HITATHOTO MPOrpaMMHOro obecreyeHus (CpeACTB ONEPallMOHHON CUCTEMBI WM MPUKIAAHBIX MPOTrPaMM
o0I11ero mpuMeHeHus ),

2) yrpo3bl CO3MIaHUS HEIMITAaTHBIX PEKUMOB PabOThI MPOTPAMMHBIX (TPOrPaMMHO-AIMAPATHBIX )
CPEZCTB 3a CUET MpeIHAMEPEHHBIX U3MEHEHUH CITy>KEOHBIX JaHHBIX, UTHOPUPOBAHUS MPEIYCMOTPEHHBIX
B IUTAaTHBIX YCIIOBUSIX OTPaHMYEHUN HA COCTAaB M XapaKTEPUCTHKU oOpabarbiBacMoil MH(OpMauwy,
UCKaXEHUS (MOAM(PUKAIINN) CAMUX JTAHHBIX U T.IL.;

3) yrpo3bl BHEApEHUS BPEIOHOCHBIX IPOrpaMM (MpOorpaMMHO-MaTeMaTUYECKOTO BO3ACHCTBHUS);

4) KOMOMHUPOBAHHBIE YI'PO3bI, MPEACTABIAIONINE OO0 COYeTaHUE Yrpo3, YKa3aHHBIX B MOJIMYHKTaX
1 - 3 HacToAIIEer0 MyHKTA.

31. Uctounukamu yrpo3 HecaHKIMoHHpoBaHHOTO aoctyna B UCIIIH MoryT ObITh:

1) HapymuTen®;

2) HOCUTENb BPEJOHOCHOW MTPOrPAMMBI;

3) anmapaTHas 3aKjiIaiKa.

32. Ilo HanuuMiO MpaBa MOCTOSIHHOIO WJIM Pa3oBOro J0CTyna B KoHTponupyemyro 30Hy MCII/IH
HapYIIUTEIH MOAPa3IeIsI0TCS Ha 1Ba TUIA!

1) Hapymmrenu, He umeronue nocryna k MCII/IH, peanusyroomue yrpo3sl U3 BHEUIHUX CETEH CBA3H
o0mmero moJab30BaHUS W (WJIM) CeTed MEXIyHaApOJHOTO HMH(POPMAIMOHHOTO OOMEHAa, - BHEIIHHE
HapYILIUTENH;

2) napymmwmrtenu, umeromue goctyn k MCII/Ix, Brmodas monb3oBateneit MCIIJIH, peanu3yromiue
yrpo3sl HenocpeacTseHHO B UCII/IH, - BHyTpeHHUE HAPYLLIUTEINH.



33. HocureneMm BpeAOHOCHOW MPOrpaMMbl MOKET OBITh ammapaTHBIA 3JEMEHT KOMIIbIOTEpa HIIU
porpaMMHBIN KOHTeHHep. Eciu BpeoHOCHAas mporpaMma He aCCOIMUPYETCS ¢ KaKOH-JIMO0 TTPUKIIaTHON
POrPaMMOii, TO B KA4eCTBE €€ HOCUTEIS PACCMATPUBAIOTCS:

1) oTyyKnaeMblii HOCUTENb, TO €CcTh Auckera, ontudeckuid nuck (CD-R, CD-RW), dmsur-namsats,
OTYYKJa€MbIii )KECTKUI AUCK U T.I1.;

2) BCTpoeHHBIE HOcUTeNnW HHPOpManuKu (KECTKHE TUCKHU, MHKPOCXEMbl OINEpaTHUBHOW MaMsTH,
MPOIIECCOP, MHUKPOCXEMBI CHCTEMHOH IUIaThl, MUKPOCXEMBI YCTPOWCTB, BCTPAMBACMBIX B CHCTEMHBIH
0JI0K: BUeoaganTepa, CETeBOM IIaThl, 3ByKOBOM IIAThl, MOJIEMa, YCTPOUCTB BBOAA/BBIBOJAa MarHUTHBIX
KECTKUX U ONTUYECKUX JTUCKOB, OJIOKA MUTAHUS U T.I., MUKPOCXEMBI MIPSIMOTO JOCTYIA K MaMSTH, ITUH
nepeaaur JaHHBIX, TOPTOB BBOJ1a/BBIBOIA);

3) MUKpOCXEMBI BHEITHUX YCTPONUCTB (MOHUTOPA, KJIaBUATYphl, IPUHTEPA, MOJIEMA, CKAHEPA U T.I1.).

34. Ecnu BpemoHOCHasi MporpaMMa acCOIMUPYETCS C KaKOW-TMOO TPHUKIAJAHOW MPOTPaMMOM, C
daiimaMu, WMEIONUMHU OINpEACTCHHBIE pPACIIUPEHHUS WM WMHBIE aTpUOyThI, C COOOIICHHSIMH,
nepesaBaeMbIMU [0 CETH, TO €€ HOCUTENISIMHU SABIISIOTCS:

1) makeTsI epeiaBaeMbIX 1O KOMITBIOTEPHOM CETH COOOIIECHU;

2) (aitsbl (TEKCTOBBIC, TpadUUECKUEC, UCTIOTHIEMBIC U T.1T.).

35. Ilpnunnamu Bo3HUKHOBeHUs ysi3BuMoctet MCIIJIH sBnstoTes:

1) ommOKkM TIpU TMPOSKTUPOBAHWKM M Ppa3padOTKE MPOrPaMMHOIO (TIPOrpaMMHO-AIapaTHOTO)
obecneucHus;

2) mpenHaMEepeHHbIE JEUCTBUA MO BHECEHUIO YSA3BHUMOCTEH B XOJ€ NMPOECKTHUPOBAHHUS M pazpabOTKU
MPOrPaMMHOTO (IIPOTPAMMHO-AMIIAPATHOTO) 00ECTICYCHHUS,

3) HempaBUJIbHBIE HACTPOMKH MPOTrpaMMHOrO OOecredeHus, HEMpaBOMEPHOE H3MEHEHHE PEXKHMOB
paboThI YCTPOWCTB U MPOrpamu;

4) HecCaHKUMOHMPOBAHHOE BHEAPEHUE U HUCIOJIb30BAaHUE HEYUTEHHBIX MPOTpamMM C MOCIEIYIOLINM
HEO0OOCHOBAaHHBIM PACXOJOBAHHEM PECYPCOB (3arpy3ka MpoIleccopa, 3axBaT ONEPATUBHON MaMSITH U
MaMSATH Ha BHEITHUX HOCHUTEISX);

5) BHeApeHUE BPENOHOCHBIX MPOTPaMM, CO3MAIOIIUX YSI3BUMOCTH B MPOTPAMMHOM U IPOrPaMMHO-
arnmapaTHOM O0eCIeYeHUH;

6) HECaHKIMOHUPOBAaHHBIC HEYMBIIUICHHBIC JCWCTBHUS  TOJb30BaTeNeH, MPHUBOIANINE K
BO3HUKHOBEHUIO YSI3BUMOCTEH;

7) cbom B paboTe ammapaTHOTO U MPOTPAMMHOTO oOecreueHus (BBI3BaHHBIE COOSMH B
JNIEKTPONUTAHUM, BBIXOJAOM H3 CTPOS ammapaTHBIX DJIEMEHTOB B pe3yJibTaTe CTAPEHUS] U CHIKEHUS
HA/I)KHOCTH, BHEIITHUMH BO3JICHCTBUSMU DJIEKTPOMATHUTHBIX MOJIEH TEXHHUECKUX YCTPOUCTB U ZIp.).

36.  VYrpo3sl gmoctyna  (MPOHUKHOBEHHS) B ONEPAIIMOHHYIO  Cpeay  KOMIIBIOTEpa |
HECAHKI[MOHUPOBAHHOTO JIOCTYIIA K MIEPCOHATBHBIM JAHHBIM CBSI3aHBI C TOCTYIIOM:

1) x uHpopManUu ¥ KOMaHJaM, XpaHsIIMMcs: B 6a30Boil cucteme BBoaa/BeiBoaa (BIOS) UCIIAH, ¢
BO3MOXXHOCTBIO TIEpeXBaTa YIPABICHHUS 3arpy3Koil OMEpPAIMOHHON CHCTEMbl M IOJIyYeHHEM TIpaB
JIOBEPEHHOTO MOJIb30BaTENs;

2) B OIIEPAIIMOHHYIO CPEy, TO €CTh B Cpely GYHKIIMOHUPOBAHMS JIOKATHLHOW OMEPAMOHHON CUCTEMBI
otaenbHOro texuudeckoro cpeacrsa MCII[IH ¢ BO3MOXHOCThIO BBIMOJHEHHUS HECAHKIIMOHUPOBAHHOIO
JOCTyMa MyTeM BBI30BAa IITATHBIX MPOTPaMM OIEPAIMOHHOW CHUCTEMBl WJIH 3allyCKa CHCIHAIBHO
pa3paboTaHHBIX MPOTPamMM, pean3yIOLUX TaK1e JeHCTBUS;

3) B cpeay (YHKIMOHHMPOBAaHUS MPUKIAAHBIX IPOrpaMM (HampuMmep, K JIOKaJIbHOH cucteMme
yrIpaBieHus 6a3aMu JaHHBIX );

4) HEeNmoCpeACTBEHHO K MHQOpMAaIHK Moyib3oBarens (K ¢aiinam, TEKCTOBOW, ayAauo- U TpaduyecKoit
uH(popMaIuy, TOJISIM M 3alUCsAIM B JJICKTPOHHBIX 0a3axX MaHHBIX) U OOYCIIOBICHBI BO3MOXHOCTHIO
HapYIICHUS €€ KOHPUACHIIMATLHOCTH, IIEIOCTHOCTH U JOCTYITHOCTH.

37. B cnyuae eciiu UCII/IH peanu3oBaHa Ha 0a3e JTOKaJIBHOM WM pacipeesieHHON HHPOpMaIMOHHOM
CUCTEMBI, TO B HEH MOT'YT OBITh peaTu30BaHbl yTPO3bl OE30MACHOCTH HH(POPMAIIMH ITYTEM HCIIOJIb30BAHUS
IIPOTOKOJIOB MEKCETEBOT0 B3auMoJieHcTBUs. [Ipu 3TOM MOXkeT oOecrednBaThCsl HECAHKIIMOHUPOBAHHBIH
JOCTYN K TIEPCOHANBHBIM JaHHBIM WM PEaIi30BBIBATHCS Yrpo3a oTKaza B oOcmyxuBanuu. OcoOEHHO
omnacHbl yrpo3sl, korga MCII[Ia nmpencraBiser co0Ooi pacnpenesieHHy0 WH(POPMAIMOHHYIO CHUCTEMY,
MOJIKIIIOUEHHYI0O K CeTsIM OOIIEero IMoyib30BaHMsI U (WJIH) CETSAM MEXIyHApOIHOTO HWH()OPMAIMOHHOTO
oOMeHa.

38. IIporpaMMHO-MaTeMaTUYE€CKOE BO3JEHCTBHE - 3TO BO3JCHCTBHE C MOMOILIBIO BPEIOHOCHBIX
IPOrPaMM.



IIporpaMMo#i ¢ MOTEHIMAIBHO OMACHBIMU ITOCJIEACTBUAMYU WA BPEAOHOCHOM MIPOrpaMMOM HA3bIBAIOT
HEKOTOPYIO CaMOCTOSITEIILHYIO TTporpamMMy (HaOOp MHCTPYKIIHIT), KOTOpasi COCOOHA BBITTOHATE JIFO00E
HEITYCTOE MOJAMHOECTBO CICAYIOMNX (PYHKIUI:

CKpBIBATh MIPU3HAKH CBOETO MPUCYTCTBUS B IPOTPAMMHOM Cpejie KOMITbIOTEpa;

o0agaTh ciocoOOHOCTHIO K CaMOAYOIMPOBAHUIO, ACCOLIMMPOBAHUIO ce0sl C IPYTMMHU MPOrpaMMaMu U
() IepeHoCcy CBOMX ()parMEeHTOB B UHBIE 00JIACTH OTICPATUBHOM MJTM BHEITHEH TTaMSATH,

pa3pymath (MCKaXaTh MPOU3BOJIBHBIM 00pa30M) KOJ IPOTpaMM B ONEPATUBHON NaMSTH;

BBIMOJHATh 0€3 MHHUIMHUPOBAHMSI CO CTOPOHBI IMMOJIb30BaTels (MOJIb30BAaTENbCKOM MpPOrpaMMbl B
IITATHOM pPEXUME €€ BBIMOJTHCHUS) JECTPYKTUBHBICE (YHKIHMH (KOMMPOBAHWE, YHUYTOKEHUE,
OJIOKMPOBAHKE U T.I1.);

COXpaHiTh (parMeHThl WH(OpPMANMKU W3 OMEPATHBHOW MAMATH B HEKOTOPHIX OONACTAX BHEIIHEH
HNaMSTH NPSAMOTO J0CTyMa (JIOKAIbHBIX WU YAAJTIEHHBIX);

UCKaXaTh MPOHU3BOJILHBEIM 00pa3oM, OJOKHpOBaTh W (WJIM) TMOAMEHSTH BBIBOJAMMBIN BO BHEIIHIOIO
namsTh WIHM B KaHall CBA3M MaccuB MHQOpMAaIK, 00pa30BaBLINIiCS B pe3yibTaTe padOThl MPUKIATHBIX
porpaMM, WK YK€ HaXOSIIHEeCcs BO BHEIIHEH MaMsITH MacCHUBHI IaHHBIX.

39. O6o6meHHas wHGOpMAIKMSA TO yrpo3aM HECAaHKIIMOHMPOBAHHOTO JOCTyna K HWHGOpMAIuu B
UH(POPMALIMOHHOM CHCTEME NEepCOHANbHBIX JAHHBIX MpejacTaBieHa B [IpunokeHun 3 K HacTosei
Mognenu yrpos.

[Tpunoxenue 1
K Monenu yrpo3 6€30MacHOCTH NEPCOHATBHBIX TAHHBIX TPU UX
00paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX

[Toxa3zaTenu MCXOAHON 3aIIMIIIEHHOCTH WH(OPMAIIMOHHBIX CHCTEM MEPCOHATIBHBIX JTaHHBIX Ammapara
AnmuHuctpanuu HeHerkoro aBTOoHOMHOIO OKpyra

TexHUuyecKre 1 SKCILTyaTallnOHHbIE XapaKTEPUCTUKH YpoBeHb
3alMUIIICHHOCTH

1. TTo TepputopuasbHOMY pa3MeNICHUIO Cpennuit

2. Ilo HaJIM4MIO COETMHEHUS C CETSIMH OOIIET0 MOJIb30BAHMS Cpennuii

3. ITo BcTpoeHHBIM (JIETATBLHBIM) OTIEpAIUsIM C 3aMUCIMHU 0a3 MePCOHATBHBIX Cpennuit

JaHHBIX

4. Ilo pa3rpaHMu€HUIO JOCTYIA K IEPCOHATIbHBIM JAHHBIM Cpennuii

5. I1o HanMMUMIO COETMHEHUN ¢ IPYTUMU 0a3aMU MTePCOHABHBIX JaHHBIX MHBIX Bricokuit

I/IH(l)OpMaI_II/IOHHBIX CHUCTCM NICPCOHAJILHBIX JaHHBIX

6. [To ypoBHI0 000011eHUS (00€3TMYNBaHMS) TIEPCOHATBHBIX JaHHBIX Cpennuit

7. Ilo 00beMy NepcoHANBHBIX TAHHBIX, KOTOPBIE MPEIOCTABIISIOTCS CTOPOHHUM Beicoknii

M0JIb30BATENSIM UH(POPMAIIMOHHBIX CUCTEM MEPCOHATbHBIX TAHHBIX 0€3

peIBapUTENLHOI 00paboTKN

[Tpunoxenue 2

K Mogenu yrpo3 6e301macHOCTH

NEPCOHANBHBIX JAHHBIX NPH UX 00paboTKe

B MH(OPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX

O600menHas nHGpOpMaIHS 1O yrpo3aM yTeUKH HH(OPMAITUU TI0 TEXHUYECKUM KaHajIam

HaumenoBanue yrpo3ssl BepositHocTb BosmoxxHOCTb OnacHocTb AKTyalbHOCTh Meps! o
pealTH3aIiy yrpo3bl peau3anuu YTpO3BI YIpO3bI TIPOTHBOJECHCTBUIO
YIpO3bL yrpose

Yrpo3sl yreukn HHGOpPMAIHH 10 TEXHUYECKHM KaHaIaM

Yrpo3sl yTeuku ManoseposaTtHas Huskas Cpenmsist HeaxryanpHas He tpebyrorest

aKyCTHYECKON

nHbopMaLuu

YTpo3bI yTeuku BUIOBOIL Huskas Cpenmsst Cpenmsist AxTyanpHas Iopsimok obpameHus co

uHbopMaLUu cIyxeOHON
uHpOpManuen
OrPaHHYEHHOT'O AOCTyIa

Yrpo3sl yTeuku MaunoBepostHas Huskas Cpennss HeaxryanpHas He tpebyrorcst

vH(pOpMaH 110 KaHaIaM

TIOOOYHBIX

SJIEKTPOMArHUTHBIX
I/ISJ'Iy'{eHI/Iﬁ 1 HABOJIOK

ITpunoxxenune 3
K Mozenu yrpo3 6e30nacHOCTH MEPCOHANBHBIX JaHHBIX TP UX



00paboTke B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIX

O60061enHas nHGOpPMaLUs IO Yrpo3aM HECAaHKIIHOHUPOBAHHOTO JIOCTYyIa K HHPOpPMALUU B
MH()OPMAIIOHHON CUCTEME ITEPCOHATBHBIX JAHHBIX

HaumenoBanue
Yrpo3sl

BeposiTHOCTB
peanu3aiyu

YTPO3EI

BosmoxxHOCTH
peanuzanuu
YIpo3bl

OnacHOCTh
yrpo3bl

AKTyalbHOCTh
YIpO3bI

Mepsl 110 NPOTHUBOAEHCTBHIO Yrpo3e

YFp03LI HECAaHKIIMOHH]

OBAaHHOI'O JOCTYyIla K HHq)OpMaLII/H/I B PIH(i)OpMaLIHOHHOI;'I CUCTEMCE IEPCOHAJIBHBIX JaHHBIX

Yrpo3sL, Hmskas Cpenmsist Cpenmsist AxTyanpHas IIpumenenue cepTUGHUIMPOBAHHBIX CPEICTB

peaiun3yemsie B 3aIUThl THOOPMALIMU OT HECAHKIIMOHHPOBAHHOTO

XOJIE 3arpy3KH J0CTyma

OTepanoOHHON

CHCTEMBI

Yrpo3sl, Huskas Cpennss Cpennss AxryanbHas IIpumenenue cepTHHUIMPOBAHHBIX CPENCTB

peanu3yeMble ocie 3aIIUTHI HH(GOPMALUK OT HECAHKIOHHPOBAHHOTO

3arpys3Ku JIOCTYIa, HHCTPYKIHS OJIb30BATENS

ONepaIOHHOM HH(POPMALIMOHHON CHCTEMBI IEPCOHAIBHBIX TaHHBIX

CHCTEMBI

Yrpo3bl BHEAPEHUS Huskas Cpennss Cpennss AxryanbHas IIpumenenue cepTUHUIMPOBAHHBIX CPEICTB

BPETOHOCHBIX 3aIIUTH] HH(GOPMALUK OT HECAHKIHOHHPOBAHHOTO

TIporpaMm JIOCTYTIa, aHTHBUPYCHOT'O IIPOTPaMMHOT'0
obecrieueHus

Yrposs! "Ananusza ManoBeposTH Cpenmsist Cpenmsist HeaxryanpHas He tpebyercs

cereBoro Tpaduxa" ast

Yrpo3bl BHISBICHUS Huskas Cpennss Cpennss AxryanbHas IIpumenenue cepTHHUIMPOBAHHBIX CPENCTB

naponei 3aIIUTHI HH(GOPMALUK OT HECAHKIOHHPOBAHHOTO
JIOCTYIa, HHCTPYKIHS OJIb30BATENS
UH(POPMALIMOHHON CHCTEMbI IEPCOHAIBHBIX JTaHHBIX

Yrposst Hwuskas Cpenmsist Cpenmsist AxTyanpHas IIpumenenue cepTHGHUIMPOBAHHBIX CPEICTB

YIAJICHHOTO 3aIUThl THOOPMALU OT HECAHKIIMOHHPOBAHHOTO

3amycka JIOCTYTIa, THCTPYKIUS TOJIb30BATEIs

TIPUIIOKEHUH MH()OPMAOHHOH CUCTEMBI IEPCOHANBHBIX
JIAHHBIX, MHCTPYKINUS aIMHHUCTPATOPa
MH()OPMAIOHHOH CUCTEMBI IIEPCOHANBHBIX JaHHBIX

Yrpo3bl BHEAPEHUS Huskas Cpennss Cpennss AxryanbHas IIpumenenue cepTHHHUIMPOBAHHBIX CPEICTB

10 CEeTH
BPEIOHOCHBIX
HporpaMm

3allIMThI HH(l)OpMaLII/H/I OT HECAHKIIHOHUPOBAHHOI'O
JOCTyIa, MHCTPYKIHUA TOJIB30BATECIIA
HH(bOpMaL[PIOHHOﬁ CUCTCMBI IIEPCOHAIBHBIX HaHHBIX




